Secure Communication for Healthcare Teams
Beeper is a communication platform designed to make healthcare
teams more productive and improve the level of patient care.
Beeper connects healthcare teams by facilitating a constant
exchange of information.
Beeper is fully equipped with security measures to ensure the
safety of all health data.

Encryption & Compliance

Beeper is HIPAA compliant and provides enterprise-grade security. All health data
exchanged on Beeper is secured both in-transit and at-rest with AES-256 encryption.

Data Storage

All health data is stored within the jurisdiction of your choosing. Current supported
locations include: US, Canada, UK, Europe. No data ever leaves the pre-defined server
location, not in transit, nor for backup.

2-Factor Authentication

Beeper clients may opt-in to use voice, SMS and / or biometric fingerprint verification to
authenticate new users before enrolment and to log into Beeper.

Login Protocols

Beeper supports Microsoft Active Directory / LDAP integration to ensure that all users
are verified during the login process and no access is provided to unauthorized users.

Data Management

Beeper offers customizable auto-delete settings for active and archived messages as well
attachments, including 'delete upon read', 'delete upon pre-determined days'. Settings of
time frames for retaining and archiving messages are also fully customizable.

Mobile Device Management

Remotely lock, wipe, and disable corporate mobile devices in the event of loss or theft
to protect the health data that resides on the smartphone or tablet.

Patient Health Protection

In accordance with HIPAA standards, Beeper does not store any patient health
information (PHI) on mobile devices.

Transparent Messaging

All messages are flagged as 'delivered' after the transit was successful and 'read' when
recipients open the message in Beeper to provide full transparency over the message
status. All messages also contain a date and time stamp.

Private Communication Channels

Communication isn't limited to 1-on-1 messaging. Beeper features communication
channels for groups to interact, which are private and closed to non-members. Channel
administrators must invite new members for them to gain access.
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